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Overview

This document provides end-user instruction on the actions needed
to be taken to access the ITVERP system and covers the following
procedures.

» Self-Service Registration -Steps to register and activate a user
account

* Multi-Factor Authentication - Steps to enroll SMS, Voice, Email,
and other types of authenticators

* Authentication and Login - Steps to sign-in to ITVERP

As an introduction to the information in this
guide, some of the terms, processes, and

features of DIAMD (Digital Identity and Access
Management Directory) will be covered.

IMPORTANT

During the initial activation process, be aware that:

* Upon receipt of a welcome email, the user must activate their
account within 3 days. Otherwise, the system will automatically
expire the activation link in the welcome email after 3 days per
security requirements and the user will have to call the Service
Desk to get a new activation email sent.
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ITVERP: Highlights

 Email Address A user’s email address will serve as a unique
identifier and be used as their login ID.

* New Users. For security purposes, new ITVERP users are
required to complete the account registration process in DIAMD

* [ITVERP Accounts are automatically provisioned by DIAMD. No
additional steps are required.

» Service Desk Contact the Service Desk by email at
OJP.ITServiceDesk@usdoj.gov or by phone at 202-307-0627

Monday through Friday from 8:30 a.m. to 5:30 p.m. ET; and
closed Saturday, Sunday, and federal holidays.
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DIAMD: The Pasics

The DIAMD (Digital Identity and Access Management Directory)
system acts as the gatekeeper to the U.S. Department of Justice
(DOJ) Office of Justice Programs (0OJP), information systems and
provides secure user access and identity management functions.

The following glossary of terms will aid the user in understanding
some of the terms and system processes used by the DIAMD
system.

qQ

User Account Registration is an end-user self-service online form to be completed by a new user to
create a new account for accessing the ITVERP information system.

Welcome Email is a DIAMD system generated email sent to an end user authorized to access an
0JP information system. This email contains an activation link that the recipient must click on to
begin the user account activation process. Users have 3 days to activate their account before the
link expires.

User Account Activation is part of the registration process. Upon completion, a new user’s account
is activated and can be used to access an OJP system.

Forgot Password Question/Answer is a knowledge-based secret question and answer pair created
by a user during registration that is used to securely change a forgotten password.

Multi-Factor Authentication for security purposes, MFA is used to provide a 2" authentication
factor that requires an end-user to provide two or more identity verification factors in order to gain
access to OJP information systems.

User Authentication is the process of identifying users that request access to ITVERP. Access
control often determines user identity according to their logon credentials (username and
password) plus a 2" authentication factor such as SMS.

Single-Signon is a method that allows users to log in to multiple applications and websites with
one set of credentials.

‘ ‘ ‘ ‘ ‘ ITVERP User Registration and Login Guide | 5



DIAMD

Digital Identity and Access
Management Directory

User Account Registration
and Login Instructions



Steps 1-2: Navigate to the ITVERP Website
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Step 3: Register for an Account
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DIAMD

Steps 4-10: Register Your Account

To access the ITVERP,
register your account
in DIAMD.

4) Type valid email
address

5) Type email
address to confirm

6) Type First Name
7) Type Last Name

8) Select ITVERP
from application
dropdown menu

9) Click Submit

10) This message is
displayed on
successful
submission

Begin Self-Service
Registration

Office of Justice Programs (OJP) Account Registration

Use the "OJP Account Registration” form below to register for an account necessary to gain access to Office of Justice Programs (OJP), U.S
Department of Justice (US DOJ) system(s). After registering, you will receive an email notification providing further instructions. You have 72 hour(s)
to activate or you will have to contact the OJP IT Service desk.

If you have previously registered an OJP account in DIAMD, please click here to retumn to the login page and use "Need help signing in?" link to reset
a forgotten password or to unlock a locked account

Your Information

Email Address *

xms086+702@gmail.com I

Confirm Email Address *

Xms086+702@gmail.com I

I Davey I

Last Name *

I Jones I @
Application *

International Terrorism Victim Expense Reimbursement Program (ITVERP)

Please select an application

@
©
®
@

YYour request to register an OJP account has been submitted. You will receive an email notification containing a link to complete your registration information. If you
don’t receive an email, you may already have an QJP account in DIAMD. If you believe you already have an OJP account in DIAMD, please click the login button
below to retum to the login page and use "Need help signing in?" link to reset a forgotten password or to unlock a locked account. If you need assistance or have

trouble signing in, please contact OJP IT Service Desk at OJP.ITServiceDesk@usdoj.gov or 202-307-0627.

@o

End Self-Service Registration
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Step 11: Receive Welcome Email

Upon receipt of an OJP
generated Welcome
Email, a user must
complete the account
activation process.

11) Select the link
labeled “here” in
the email to begin
the activation
process.

Note: Users have 3 days
to complete this process
after receiving the
Welcome Email. After the
time has elapsed, the
service desk needs to be
contacted to restart the
process. Your service
desk contact information
will be contained in the
Welcome email.

DIAI

Begin Account Activation

THE UNITED STATES

! DEPARTMENT o//'J_]USTI CE

L

David Gaetani,

An account has been created for you to access the following Office of Justice Programs (QJP), U.5
Department of Justice {DQJ) system(s):

- International Terrarism Victim Expense Reimbursement Program (ITVERP)

To access your account please clich here ind set your password. The activation link will expire in 72
hour(s).

The ITVERP system is moving to & ney nentication method which requires setting a new
password and Multi-Factor Authentication (MFA) method for your account.

If you have difficulties setting up a Multi-Facter Authentication (MFA) method using a mobile device,

please contact Service Desk using the contact information below.

International Terrorism Victim Expense Reimbursement Program (ITVERP) System Resources:
To complete your profile in ITVERP, please click on the ITVERP application title upon login.
If you need assistance with ITVERP, please contact

QJP IT Service Desk at OJP.ITServiceDesk@usdoj.gov or 202-307-0627

This is an automatically genarated emoil. Please do not reply to this email.

Department of Justice (DOJ)

Continue Account Activation.
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Steps 12-16: Create My Account

Clicking the link on the
Welcome Email will

open the web browser Welcome 1 US Depariment of Jusice (IAND) Sage,
tO DIAMD Where the Create your US Department of Justice (DIAMD) Stage account
user will create their P

account. =

12) Type a new
password using the
requirements listed

13) Repeat new

password
O oo 14
14) Choose a forgot e 2
password question 15
from the dropdown
menu R —
15) Enter an answer o (16

16) Optional but
recommended for
password reset and
account unlock -
Click Add Phone
Number otherwise

Continue Account Activation

click Create My >— B Al )2 = = = -

Account

Continue Account Activation
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S
Steps 17-22: Forgot Password Text Message

The pop-up screens Continue Account Activation
shown on the right only

display if you clicked on | Forgot Passviord Text Message

Add Phone Number if

Step 14.

17) Select a = = @
Country/Region
from the dropdown e

menu.
18) Enter the phone o
nhumber of your

mobile device

19) Click Send Code @) @

20) Enter the DIAMD
Verification Code H
received via text
message @

21) Click Verify -
Phone number Account Activation Continued
successfully
verified message

displayed H_“@' o 6 o o O 6

22) Click Done

Forgot Password Text Message
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b
Steps 23: Setup Multi-Factor Authentication

Set up multifactor Continue Account Activation
authentication using
one of the @® o
authenticators listed.

The following

instructions will focus -
on SMS Authentication e
as a 2" factor.

23) Click the Setup
button

Note: The following
authentication methods are
listed in order of most secure to @) S suthentication

least secure. : @

1) Security Key or Biometric

&

2) Okta Verify

3) Google

4) SMS

5) Voice Call

6) Email Continue Account Activation

) 0-0-000000000
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DIAMD

Steps 24-26: Setup SMS Authentication

24) When Clicking the Continue Account Activation
SMS (text)

Authentication

Setup button, a

new selection box . wr cniven sraves
DEPART Hl—:N‘l'l!f"jl'-.‘-Tll'.l-'

opens. Select the @

appropriate country

from the dropdown

menu. @

25) Enter the Phone

Number of your Receive a code via SMS to authenticate
mobile device

number in the

Phone number box

Phone number

26) Click on the Send
code button to
receive an SMS
(text) message

®

Continue Account Activation

)0-00000 00000

ITVERP and PSOB User Registration and Login Procedures| 14



DIAMD

Steps 27-28: Setup SMS Authentication

27) After clicking Send Continue Account Activation
Code, the Enter
Code dialogue box
will appear. Enter
the code received
via text message

- FNE ENITED STATES
! ) DEPARTMENT of” JUSTICE
, 2

on your mobile @ _
device S

. . Receive a code via SMS to authenticate

28) Click Verify to
complete the SMS United States v
enrolilment process. hone mumber
7034750057
Enter Code

27
T

Back to factor list

Continue Account Activation

> 0-0-00000 0000
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DIAMD
Step 29: Setup SMS Authentication
The system will return Continue Account Activation

to the multifactor
authentication screen

NOte SMS Envolled fnclc::: o
Authentication e 8
completion indicated by PP

green check mark. v —

29) Either select the
Finish button to
complete the

account activation @ Gl
process or click —
SetuP to add an ) e
additional
authentication P

factor (optional).

Account Activation Completed

)-0-0-000000 000
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DIAMD

Step 30: Sign-in to ITVERP

Note: After clicking the
Finish button in the last
step, the user will be
taken to the DIAMD My
Apps page where the
ITVERP application tile is
displayed.

30) Click on the ITVERP
application tile to
logon to the

corresponding portal.

Begin Single-Sighon

Add section @ @
@ ‘

@ Agdsecton

End Single-Signon

)-0-0-0-000000 00
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DIAMD

ITVERP Portal Page

Upon clicking the Success!
ITVERP tile on the

DIAMD Wy /IPPS Page
the user will

a uto m atica I Iy be Welcome to My ITVERP - your dashboard for managing all ITVERP application and claim resources.
I Ogged I n to th e sySte m New Application Application Number Current Status Application Type  Victim Name Applicant name ~ Created On ¥
without the need to re-
enter username and Submitted Applications
d Th e ITVE R P Application Number Current Status Application Type  Victim Name Applicant Name ~ Date Received 4
asswor
p . ’ - There are no records to display.
Po rta I wi I I be d Isp I ayed " Withdrawn Applications

Application Number CurrentStatus  Application Type  Victim Name Applicant Name  Date Received ¥

My Profile Current Applications

There are no records to display,

ITVERP Office for Victims of Crime ITVERP Program DOJ-0JP Sites
InteratonaiTerrosm victim |1 VERP Resource Center ITVERP Regulations ITVERP Home

Expense Reimbursement Privacy Policy 0JP Home
Program 810 Seventh Street NW, Second Floor e OVC Home

Legal Policies and Disclaimers DOJ Home
A resource ail oV FOIA
provided by OVC ery

Success!
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